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A.1 Créer et configurer VM Debian serveur Web (IP, réseau, acces)

web@web:~$ systemctl status nginx
® nginx.servic 0 < and a reverse pro server
Loaded: loaded (/1 . & enabled)
Active: active (running) si
man:nginx(8)
isr/sbin/nginx -t -q -g daemon on; maste rocess on; (code=exited, statu SUCCESS)
5 /usr/sbin/nginx -g daemon on; master_proce n; (code=exited, status=0/SUCCESS)
Main PID:
Task
Memo

CGroup: /

Warning: some journal files were not opened due to insufficient permissions.

web@web:~$ ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc noqueue state UNKNOWN group default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_lft forever
inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred_lft forever
2: eth@: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc mq state UP group default qlen 1000
link/ether 00:15:5d:0a:01:03 brd ff.ff:ff:ff:ff:ff
inet 10.51.10.11/16 brd 10.51.255.255 scope global noprefixroute eth@
valid_1ft forever preferred_lft forever
inet6 fe80::215:5dff:fe@a:103/64 scope link noprefixroute
valid_l1ft forever preferred_lft forever




A.2 Déployer site web et tester fonctionnement HTTP basique et NAT

Welcome to nginx!

If you see this page, the nginx web server is
successfully installed and working. Further
configuration is required

For online documentation and support please refer
to nginx.org.
Commercial support is available at nginx.com

Thank you for using nginx.

() 172.18.255.51

Router Net 1 :
ip nat inside source static tcp 10.51.10.11 80 172.18.255.51 80 extendable

ip nat inside source static tcp 10.51.10.11 443 172.18.255.51 443 extendable

Router Net 2
ip nat inside source static tcp 10.51.10.11 80 172.18.255.51 80 extendable

ip nat inside source static tcp 10.51.10.11 443 172.18.255.51 443 extendable



A.3 Configurer nginx en HTTPS/TLS et forcer redirection

web@web:~$ openssl x509 -in /etc/ssl/ca/certs/ca-cert.pem -noout -subject -issuer -dates
subject=C = FR, ST = Normandie, L = Vernon, 0 = Leidoscope, OU = Interne, CN = Leidoscope Root CA
issuer=C = FR, ST = Normandie, L = Vernon, 0 = Leidoscope, OU = Interne, CN = Leidoscope Root CA
notBefore=Nov 4 14:13:09 2025 GMT

notAfter=Nov 2 14:13:09 2035 GMT

web@web:~$ openssl crl2pkcs? -nocrl -certfile /etc/nginx/ssl/server-fullchain.pem | openssl pkcs7 -print_certs -noout
subject=C = FR, ST = Normandie, L = Vernon, O = Leidoscope, OU = IT, CN = leidoscope.com
issuer=C FR, ST = Normandie, L Vernon, 0 = Leidoscope, OU = Interne, CN = Leidoscope Root CA

subject=C = FR, ST = Normandie, L = Vernon, 0 = Leidoscope, OU = Interne, CN = Leidoscope Root CA
issuer=C = FR, ST = Normandie, L = Vernon, 0 = Leidoscope, OU = Interne, CN = Leidoscope Root CA

2/web# cat /etc/nginx/sites-available

name leidoscope.com waw.leidoscope.com web.leidoscope.com 10.51.10.11;
www/leidoscope;
.php index.html index.htm;
g r/1og/nginx/
log log
ocation { try_files $uri $uri
location \.php$ {
include snippets/fastcgi-php.conf;
fastcgi_pass unix:/run/php
fastcgi_param SCRIPT_FILENAME $ t_root$fastcgi_script_name;

include fastcgi_params;
ation ~ /\.ht { deny all
etc/nginx/sites-available/le
443 ssl ht

] leidoscope.com waww.leidoscope.com web.le scope.com;
/v v/leidos 5
index index.php index.html index.htm;

certificate nginx/ssl/s r-fullchain.pem;

l_certificate_key /etc/nginx/ssl/server-key.pem;

l_protocols TLSv1.2 TLSv1.3;
"ECDHE-ECDSA-AES128-G(M-SHA256: ECDHE-RSA-AES128-G(M-SHA256: ECDHE-ECDSA-AES256-GCM-SHA384 : ECDHE-RSA-AES256-GCM-SHA384 ' ;
r_server_ciphers off;

port-Security "max-age=31536000" always;
SAMEORIGIN" always;
) "nosniff" alw

access_log /var/log/nginx/1 ssl_ ess.log;

error_log /var/log/nginx/leidos ssl_error.log;

location / { try_files $uri $uri
location .php$ {
include snippets/fastcgi-php.conf;
fastcgi_pass unix:/run/php/p 2 3 3
fastcgi_param SCRIPT_FILENAME $doct t_root$fastcgi_script_name;
include fastcgi_params;

ocation ~ /\.ht { deny all

root@web: /home/web# openssl s_client -connect localhost:443 -servername leidoscope.com -CAfile /etc/ssl/ca/certs/ca-cert.pem
CONNECTED(QQ000003)
depth=1 C = FR, ST = Normandie, L = Vernon, 0 = Leidoscope, OU = Interne, CN = Leidoscope Root CA
verify return:1
depth=@ C = FR, ST = Normandie, L = Vernon, 0 = Leidoscope, OU = IT, CN = leidoscope.com
verify return:1
Certificate chain
@ s:C = FR, ST = Normandie, L = Vernon, 0 = Leidoscope, OU IT, CN = leidoscope.com
:C = FR, ST = Normandie, L = Vernon, 0 = Leidoscope, OU Interne, CN = Leidoscope Root CA
:PKEY: rsaEncryption, 4096 (bit); sigalg: RSA-SHAZ56
;:NotBefore: Nov 7 09:04:54 2025 GMT; NotAfter: Nov 7 ©9:04:54 2027 GMT
:C = FR, ST = Normandie, L = Vernon, 0 = Leidoscope, OU = Interne, CN = Leidoscope
:C = FR, ST = Normandie, L = Vernon, 0 = Leidoscope, OU = Interne, CN = Leidoscope
:PKEY: rsaEncryption, 4096 (bit); sigalg: RSA-SHAZ56
v:NotBefore: Nov 4 14:13:089 2025 GMT; NotAfter: Nov 2 14:13:09 2835 GMT

Server certificate




'leidoscope —

. https:/fleidoscope.com/

@ (7) YouTube — youtube.com
X — x.com

Instagram — instagram.com

GitHub — github.com

@ 90 @ =’

Adrien — adrien.fell.sh




A.4 Installer et configurer vsftpd en FTPS

@ vsftpd.service - vsftpd FTP server

Loaded: / d ce; enabled; preset: enabled)

Active: active (running) nce Fri 2025-11-14 18:50 CET; 12min ago

Process: 2719 ExecStartPre=/bin/mkdir -p /var/run/vsftpd/empty (code=exited, status=0/SUCCESS)

Main PID: 2720 (vsftpd)
Tasks: 4 (limit 1

Memory: 2.7M

CPU: 149ms

CGroup: /system.slice/vsftpd.service

Nov 14 09:18:50 web systemd[1]: Starting vsftpd.service - vsftpd FTP server...
Nov 14 09:18:50 web systemd[1]: Started vsftpd.service - vsftpd FTP server.




root@web:/home/web# cat /etc/vsftpd.conf
listen=NO

listen_ipv6=YES

anonymous_enable=N0

local_enable=YES

write_enable=YES

dirmessage_enable=YES

use_localtime=YES

xferlog_enable=YES
connect_from_port_20=YES
chroot_local_user=YES
secure_chroot_dir=/var/run/vsftpd/empty
pam_service_name=vsftpd
local_root=/var/www/leidoscope

ssl_enable=YES
rsa_cert_file=/etc/ssl/certs/vsftpd.crt
rsa_private_key_file=/etc/ssl/private/vsftpd.key
allow_anon_ss1=NO
force_local_data_ss1l=YES
force_local_logins_ssl=YES
ssl_tlsv1l=YES

ssl_sslvZ2=NO

ssl_sslv3=NO

require_ssl_reuse=NO

ssl_ciphers=HIGH

pasv_enable=YES
pasv_min_port=40000
pasv_max_port=50000

allow_writeable_chroot=YES

root@web:/etc/ssl/private# ls -1ld vsftpd.key
1 root root 1708 Nov 4 14:28 vsftpd.key




root@web:/etc/ssl/certs# cat vsftpd.crt
BEGIN CERTIFICATE
MIIDeTCCAmGgAWIBAgIURZk(C2xqsUPyFZ7InqGk/YpV8tj8wDQYIKoZIhvcNAQEL
BQAWTDELMAKGALUEBhMCR1IXDDAKBgNVBAgMA1ZybjEMMA0GAIUEBWWDVNnJuMSEw
HwYDVQQKDBhJbnR1cm51dCBXaWRnaXRzIFB@eSBMdGQwHhcNMjUxMTAOMTMyODQw
WhcNMjYXMTAOMTMyODQwW jBMMQswCQYDVQQGEwJGU j EMMA0GALUE CAWDVNnJuMQww
CgYDVQQHDANWcm4xITAfBgNVBAOMGELudGVybmVOIFdpZGdpdHMgUHRSIEX@ZDCC
ASIwDQYJIKoZIhvcNAQEBBQADggEPADCCAQoCggEBAKIMhW1808Nrpyi8Vn7ury/J]
FAmy500HpD/9T7wpiJC7IikAmujLDwL@OBYUxV1wmIvNkSOUvQM5gCKFQFE3KJ5Ke
eVMpKC84XGHLu/SDSAC/dxeUoINFQ1mF/cjnz3R7pYB0O+2jb04IVsD8gd7px0@Rq0
L3HxVjqU7FwVyr9+TSz8Gyx1l+uooNwhCFXwDP8WoREfONabHM92mLUDN1oD@zx6b
HGLNgBmxxtJiaFz20HavAH1J8FgPJqUnM8/dJhsZQfEMIVCRvXIUwWSAIWFPQdnOs
Q7g3rNADQgKHgrnFwPy@yXLgYCtKT214RUE3Lh6NLqthbWDI5SnsFK4Lkwr9z@UsC
AWEAAGNTMFEWHQYDVROOBBYEFIx87hZ7KooxqkulBOyZouEOHMNKMB8GALUdAIwQY
MBaAFIx87hZ7KooxqkulBOyZouEOHMNKMA8GALUdEWEB/wQFMAMBAT8wDQYJKoZI
hvcNAQELBQADggEBAFVQWp706N7gZuREczAFMKpSK7778FtWHOtYZnB9Kxeradf+
eFODqUC3Ik/75trtuwBigoAi5qzUZ4Dh+]1Zi8aVabrloHu4bzqUv3z6U7j11cl11G
NXNTaC3BlcDnwWld/51wI+F8TqGnf3CAcLU+eVxFtZALRHdhreUL1T9vQsPXSWRr
z9eqcpeYQ4YIZLYHcfejOkfymwIC65fGr2TbBj9PWroy@AvAgIIkoS7pXINBO4T6
dgyGFTUkhx17FHdD2+VQFQL741bvq0akK@8Ur9ooZmHibWZJE jc@J6WV5KnzxpRhl
7tPjufl2nfSAFCv9+zsLGMOICSgfIKPK/WrVkAU=
END CERTIFICATE

>

Name Size Date

= info.php 20 bytes 7 Nov 2025 at 10:01:00
n index.html 20 bytes 7 Nov 2025 at 10:10:00



A.5 Installer et configurer bind9 pour le site



systemctl status

: enabled)
1h ago

e/named. servic

[
c

pa@3 oop.office oop.office. con
pa03 loop.office.com): v e : : fro ntre @ p.of fice. com
W inter h
internal:
@005 . spo-msedge

web 1
web named[

root@web:/etc/bind# cat named.conf.local

view "internal" {
match-clients { 10.0.0.0/8; 172.20.0.0/16; 192.168.3.0/29; localhost; };
recursion yes;
allow-query { any; };

zone "localhost" {
type master;
file "/etc/bind/db.local";

};

zone "127.in-addr.arpa" {
type master;
file "/etc/bind/db.127";
b

zone "@.in-addr.arpa" {
type master;
file "/etc/bind/db.0";
35

zone "255.in-addr.arpa" {
type master;
file "/etc/bind/db.255";
};

zone "leidoscope.com" {
type master;
file "/etc/bind/zones/db.leidoscope.com.internal”;

3

zone "10.51.10.1in-addr.arpa" {
type master;
file "/etc/bind/zones/db.10.51.10";

nd/zones#
BIND Do
d (/lib/systemd/ ce; enabled: t: enabled)
(running) since 5-11-14 10:08:41 CET;

ed (&)

aning. svc, clou v vternal: query aming.svc.cloud.microsoft IN A + (1@.51.10.11)
thub.com) thub.com IN A + (18.51.1
ry: gewl-spclien fy.com IN HTTPS + (1@.51.10.11)
Y:owi 1 ¢ o ccom IN A + (10.51.10.11)
ternal 10.11)
internal: q c i + (18.51.10.11)
otify.com IN A + (10.51.
w interna ent f IN HTTPS + (10.51 11)
tew intern ¢ i int.com IN HTTP 10.51.10.11)
ew internal: query: jdasaZ-my.s nt.com IN A + (18.51,1@.11)




root@web:/etc/bind/zones# cat db.leidoscope.com.internal

$TTL 86400

@ IN SOA nsl.leidoscope.com. admin.leidoscope.com. (2025110408 3600 1800 604800 86400)
® IN NS nsl.leidoscope.com.

nsl IN A 10.51.10.11

2 IN A 10.51.10.11

root@web:/etc/bind/zones# I

root@web:/etc/bind/zones# cat db.10.51.10

$TTL 86400

@ IN SOA nsl.leidoscope.com. admin.leidoscope.com. (2025110408 3600 1800 604800 8640
@ IN NS nsl.leidoscope.c

11 IN PTR leidoscope.com.

11 IN PTR .leidoscope.com.

root@web:/etc/bind/zones# I

root@web:/etc/bind/zones# 1s
db.10.51.10 db.leidoscope.com.internal
root@web:/etc/bind/zones#

nslookup leildoscope.com
Server: 10.51.10.11
Address: 10.51.10.11#

Name: leidoscope.com
Address: 10.51.10.11
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